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Number of logs, collected, processed
and stored in 2019, containing operational
security information

Events originally assigned with a high or very high criticality rating

Volume of Logs / TBs

Analysed and escalated via Obrela Security Industries Cyber Security Operation Centers

Incidents - Threat Distribution / Percentages

Attack Landscape / Actual Numbers

Number of Cyber Security Incidents

Number of AttacksHigh Criticality Events / Billions

Incident Response
to Critical Cases
/ Minutes

Technology correlation 
and Big Data analytics
reduced volume of interest.
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2019 Obrela Security Industries provides security
analytics and risk management services to identify
analyse, predict and prevent highly sophisticated
security threats in real time.
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High Criticality Events per Industry (2019) / Millions

Software
133,7

Retail
1003,2

Shipping
789,4

Telecom
5122,8

Health
1766,1

Banking
& Finance

2593,6

Geographic Distribution  of Attacks (2018) / Percentages

Asia 42,7%
Russia, India, Vietnam,
Indonesia,Philippines, 
China, Saudi Arabia

South America 10,3%
Venezuela, Argentina,
Bolivia, Chile, Colombia, 
Ecuador, Brazil

Africa 2,9% 
Egypt, Algeria, 
Morocco, Rwanda

Oceania 1,7%
Australia, New Zealand 

North America 28,1%
USA, Canada, Mexico,
Dominican Republic

Cloud Layer  5%
Microsoft Azure  3,9%
Amazon Web Services  1,1%

Network Layer  68,7%
NGFWs / IDS / IPS  47,3%
Network access control/ VPN  3,3%
Mail filtering / Web filtering  3,3%
Vulnerability Assessment  0,4%
Virtualization / Wireless  1%
Switches / Routers 1,1%
Telecom / Mobile Network 

   Equipment  12,3%

Security Layer  4,6%
Data & Application Security  2,9%
Data Leak Prevention  0,5%
Anti-virus / Anti-spam  0,5%
Secure Access Control  0,7%

Core IT Layer  12,9%
Oracle / MS SQL / 

   Sybase DBMS  2,7%
Windows / Linux / 

   Unix / AIX OS  10,2%

Application Layer  8,8%
Enterprise Apps (Oracle, 
MS Office 365/Sharepoint, 

   IBM, SAP, etc.)  3,9%
Web Servers  3,1%
3rd Party Apps (telecom, 

   retail, finance, etc.)  1,8%

The availability of technology
infrastructure of the Corporate
Security Intelligence infrastructure
components, including the 
relevant systems deployed.

Availability 100%

Readiness of SIRT teams
and support through the SLA

coverage and scope.

Readiness 100%

The availability of SOC
infrastructure of the Corporate
Security Intelligence infrastructure
components, including the relevant
systems deployed.

Monitoring 100%

Threat detection
in cyberspace 
using Obrela Security
Industries’s Big 
Data analytics 
and threat
intelligence 
technology

Major Advanced 
Persistent Threats 
(APTs) were detected 
in 2018 by Obrela
Security Industries 
using Crimeware 
and APT analytics

Analysed and escalated
by Obrela Security 
Industries cyber security
Operation centres
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Europe 14,3%
UK, France, Ukraine
Netherlands, Germany 

28,1%

10,3%
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42,7%
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11,80,69
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2018  8’ 3”
2019  8’ 6”

2016  9’
2017  8’
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